
• Using server logs
- Web, Mail, NTP, DNS

• Crawling P2P network
- BitTorrent, Bitcoin

• rDNS enumeration [1]

• Scanning whole IPv4 address takes only 45 min.
• IPv6 has vast address space.

‒ to scan efficiently, active IPv6 address Hitlist is needed.

How to collect a large number of  active IPv6 addresses?

Collecting a great number of

active IPv6 addresses

Discussion

Background

Methods

• Generating IPv6 address Hitlist by employing various methods.

Goal

Result [2]

• Total numbers

• Time evolution

• IID based classification

• Response rate (icmp6)

• collecting in three countries
- Japan (Tokyo), US (California), Europe(Netherland)
- since Sep, 2018

result of NTP server (33 days)
country based collected address classification

time evolution

How to collect more IPv6 addresses?
‒ multiple location
‒ more service
‒ employing machine learning [3]

How to generate “high quality” Hitlist? [4]
‒ collecting stable IPv6 addresses
‒ pseudo active space detection

IP addresses of server or client?

Huge bias
among server location

mostly IP addressess do not respond.
(not stable?)
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the number of addresses 
are not saturated.

Yudai Aratsu1

aratsu@hongo.wide.ad.jp

1:The University of Tokyo  2: National Institute of Informatics

Hiroshi Esaki1
hiroshi@wide.ad.jp

Kensuke Fukuda2

kensuke@nii.ac.jp

Satoru Kobayashi2
sat@nii.ac.jp

Since Jun, 2018


