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Introduction Templates from Source Code

- Syslog is widely used for system management
- Huge volume to handle manually
- 70,000 lines / day (SINET4)

- zlog_warn(“%s: read failed on fd %d: %s”,
func__, fd, safe_strerror(errno));

_ 2log_info(“%%ADJCHANGE: neighbor %s Up”
peer->host);

- No “normative grammar” Extract logging
- Difficult to extract information from logs functions " ore read failed on fd %d- 7e

- - func__, fd, safe_strerror
Translate from raw data to Log Template - %ADICHANGE: neighbor %s Up
- Based on Software Information Extract log ~_peer->host

message

- Based on Log Data

log instance ‘ Link error on broad cast tree Interconnect-1T00:00:1:4 ‘ ” my : ” my
l Replace format - *UNKNOWN¥*: read failed on fd *DIGIT*: (error
e message)
log template‘ Link error on broad cast tree * ‘ speC|f|cat|on - %ADJCHANGE: neighbor *HOST* Up
GLaI - Total: 189,037 templates

- Automatically generate more accurate template

Application of Generated Templates
-  From open source code

- Help system operators to extract important 1. Log templates’ accuracy evaluation:,
information
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- Vyatta 1.0.8 (napa): Network OS
Vyatta Kernel (kernel)
Vyatta-quagga (bgpd, ospfd, ...)
Net-snmp (snmpd)

OpenSSH (sshd)
Ntp (ntpd)
Other many softwares

- Actual vyatta log data of APAN-JP
- May-June 2018
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b. Use our generated
templates as ground

truth
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2. Transfer learning : from vyatta to junos

. . Log Log
LOg g N g F unctions | %ADJCHANGE: neighbor 200.0.0.1 Up | %BGP-5-ADJCHANGE: neighbor
Template 200.0.0.1 Up
m Logging Function ‘ %ADJCHANGE: neighbor *HOST* Up ‘ Knowledge transfer
: * Label Template
Vyatta-quagga zlog *, plog * *HOST* Up
Net-snmp snmp log *, NETSNMP LOGONCE,
DEBUGMSGTL

OpenSSH fatal, error, sigdie, logit, verbose, debug, debug?2, REfe rences

debug3, pam_syslog, helper_log, authlog o - | _ -
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