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Abstract Dos attacks, IP address spoofing and name-based aggregation are important issues to be solved in the Internet. In
this paper, a new concept of closed network, called by “Personal-View SandBox network (PV-SVN)”, and its over-laying
methods are proposed. Contrary to the existing VPN, a unique PV-SBN is defined for each terminal and application. When a
terminal sends a first packet of a flow, the ISP of the sender filters the flow at network ingress gate way based on the matched
results of the senders’ profile and the receiver’s access policy. With this mechanism, Dos attack packets against un-allowed
receivers cannot enter the Internet. Furthermore, the using of global IP addresses by terminals is abolished, however, a new
concept of IP addresses called by “Personal-View SandBox ID (PV-SBID)” is introduced. With the PV-SBID concept, a unique
receiver’s IP addresses used by senders are independent, so IP address spoofing and name-based aggregation are never enabled.
For a terminal, communication in a PV-SBN is completely same as in a usual VPN, and existing IP equipment and TCP/IP
protocol stack can be used in PV-SBNs without any modifications. Existing terminals can immigrate to PV-SBNs step by step.
Furthermore, as terminals in PV-SBNs can communicate without specific signaling procedures, it can be applied to M2M
communication where hardware resources are extremely limited.
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ISP 135 Ui K 25 CEAW =D, FMii KD SBN AL T
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VLAN GRER /L
sB ﬁ aw  |@esmkon)|[ s
s8. H—— ©Open- (H SB
vSwitch)
Bl B

AL SB: SandBox B8 AR A Ak

Fed LG RN S0

/N—K =7 | HP ProLiant MicroServer,AMD Turion Il NEO N541.(2.2
GHz), AE4GB,HD 500GB, GbE

AZANVEY S Ubuntu DeskTop 14.04, IPv4,
Trema 0.4.6, OpenvSwitch 2.0.2, pktgen 2.7.4

W RE FEASBVLANID) A T o & MIZEES BTy M A,
USRI AE (L D). 51O/~ v ME(R 7L

SB#L FEANSB, 25 MISBHZA095(FKEL 1T 15 DH — SN Dpktgen
CHEED

P34y UDP, L2~4 % 8 T100B[H 12

HIRE 71 FEATpktgendD N7 ME(E HIR(E E % FEEL, —&
%o/~ N A5 . EEHUE, 26ppsbA T THEL, 0008
TyRERPANTIRL0 N b.
eI Cepdump b2 L DB E L BRI % 7E




25—y~ TI7 L2 X (IC2015)

TIE GW N7 a— D Hll L — Mz 3 STy 4 48 4
LI RIS B, TRUATS — gy aT—7 LT
L, B UK 2R (ruby @ find A/ v R & each AV v R)%
L.

BRSO A =KL, 45 -5 5 Tl {7210 Th
L. 22 T NAPT &80, SR BN EEEZMBG T 5
BICA~y LBt DRETRVARMHEE L TND. 2070
AEOY CTR—=IE S ORBIEIAETHD. £z GW M oOb
FINTOWTIE, OpenvSwitch ORfEZ I WVWT GW &35
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Encapsulation) > RV &R & L THRELLL TV A.
(1) GW D PEBE REAL

LTS, 7a—)L— )L IL3 35 SandBox O X7T
X 2(WJim), NAPT D4 7m— b — L B3 25
SandBox DT X2X I AR —NE DL T, Lins.
ARGEAMM TIXEBERE M &L CRI VAR —RE D% H 45 =1(]H
F)EL, MR LS SandBox4,095 il X ) J7 [1]=8,190 %,
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LT, % 7R DOMEREBR S & Lhigs 95720, F6 A1 458 2L 2R 2>
LDy REEMREZ 15 s~2.6 us [ZA{SHE T UDP
Ry GW ~AJJL, GW B &= )7y ko 4s
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% )i LT GRE b AN EFRE LRV AT THHIEL

7. A1 —NMZx 35 v —rDOL—RMb 2K 9IZR T .
ATV —bD e KA 380kpps 13, o8 Bk B BT CHE L K 23
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PR T REN KD NAPT Lib# 458, /0356 20%1K
W 2 LR RV IE L TIERE R @O NAPT 12 W ) &7o
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KEZRE IR, FT7a— L — L O AR Bl ¢ ln —
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GW ~D7m—/)b— )Lk & L — b & [l 45 ) il #1558 oo M g &
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VKRB OERE T, RERAUYINRHBLE ZDND. £
Tz, - R RN EBEF D FireWall(NAPT) 5 K % OpenFlow I
IDFEIEL, GW IOV TIX 20% B EHENME T 35000,
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