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A Model Based Fallback System for Communication Control System
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Abstract  Recently, a networking of controllers is developing on a control system for a factory or a power plant. The
networking helps to increase a productivity. On the other hand, with the networking, there are new threads of cyber-attacks
against control systems. For control systems, an exact anomaly detection and a control to the safe side (the fallback
operation) are needed as subsequent countermeasures when anomaly happens. However, the fallback operation with packet
on data communication network is not always safe when manipulation of information on data communication network is
supposed. This paper proposes a model based fallback operation via Finite State Machine to implement the fallback

operation without packet.
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