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A Proposal of High-Available Network Architecture against
Large-Scale DDoS Attacks

Hiroaki MAEDAT, Hisashi KOJIMAT, and Masao ATHARAf
1 NTT Network Technology Laboratories

Abstract ISPs cope with massive DDoS attacks by forwarding DDoS traffic to DDoS mitigation appli-
ances. Considering the scale of recent DDoS attacks, DDoS traffic may congest network links and entry
points of data center where DDoS mitigation appliances are located. The introduction of SDN/NFV
technologies enables ISPs to flexibly allocate redundant network and computing resources in order to
improve availability against massive DDoS attacks. In this paper, we propose a high-availability network
architecture which can deal with massive DDoS attacks and improve service availability. We also clarify
elemental technologies which constitute the architecture and propose the solutions. Finally, we evaluate
the our proposed solutions and show the effectiveness.

Key words DDoS Attacks, Availability, Virtualization, Network Load Balancing, Congestion Avoid-
ance
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