AV —xy 277 L>YA2011 (IC2011) 20114108278 - 10A28H

2y T -V BEREERARICKSRKEEBDIHE

AT X AR | TORE BH 1+
7% RO B AR R BERE + AR + BER AR 11
ZE B
EioBER L E., 7a kalg ﬁ%f@ﬁ%\yx%AXﬁ:fALfﬁﬂénfw

BWREy PV —7 LOEET v FVPERESETIETH 2, BEEORBOEEFID 5%
FEROMA OB TFIEICER L7228 03% (. 2y b7 — 7 8H OB ChRGHEE
%ﬂ%%ﬁA%tmﬁﬁuﬁm LW ERHS>TWD, 22T, 2y b7 — 27
ICEBWTRROEER Z MmO 2 v b7 — 7 K& L FFNHRZ % & 9 12T 2 RlloEEFEE D
ﬂﬁwﬁﬁéﬁﬁfuﬁ&%oivbv— BERUC T 2 [Tk & Ak L7
L RHCEE ZBET T VIS L 208 L O 2O 2 AR TIHIRET 5,

A Taxonomy of Network Covert Channels from the View of

Network Operation

Hiroaki HAZEYAMAt Tomoki MUROTAZ Akira Kato tf

Nara Institute of Science and Technology?, The University of Tokyof, Keio Universitytt

Abstract

Network covert channels are communication channels or information transfer meth-
ods in networks which are not intended for information transfer in protocol designs,
protocol standards or system mechanisms. Proposed taxonomies on network covert
channels have categorized network covert channels by specific covert techniques,
however, such taxonomies are difficult to be applied into network operation. In
this paper, we try to create new taxonomies of network covet channels to handle
network covert channels as well as other network security attacks. We propose two
taxonomies of network covert channels; one is a taxonomy which considers network
covert channels as evasion techniques against audits, the other is a taxonomy ac-

cording to communication models of covert and overt channels.
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