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1. Introduction

An Internet telephony service which uses an IP packet
network to transmit multimedia data is more advantageous
compared with a public switched telephone network (PSTN)
service. For these reasons, Internet Telephony users are
rapidly increasing; it follows that a quantity of traffic and
security vulnerabilities are also increasing. In this sense,
network engineers should detect and prevent abnormal traffic
to manage networks efficiently and securely. Compared with
IP data networks, VoIP networks are more vulnerable since
this service is supported by an application layer protocol such
as Session Initiation Protocol (SIP). Consequently, it is
important to analyze the traffic in VoIP networks; it is also
useful for detecting the possibility of attacks using analysis
results of traffic pattern. In the past researches which deal
with abnormal traffic detection in VoIP network, such
features are not considered seriously; for this reason, we
propose statistical analysis method considering such features.

2. Proposed Modeling scheme and simulation

As we have noticed, an abnormal traffic can be included in
normal traffic by various flooding type attacks. In this
situation, we need to find a modeling value and boundary of
normal traffic. In addition, we need to continuously update
such a modeling value. The overall process of the proposed
modeling method is shown in Figure 1 and Figure 2.

Figure 1. Overall process of modeling method

Figure 2. Concept of modeling information update
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This process can be divided three steps. First step is
classification and distribution calculation of each SIP
message; second step is abnormal traffic decision and last
step is excluding abnormal and modeling information update
(as shown in Figure2). To compare modeling result, we
analyzed SIP traffic obtained from experiment using the
proposed module during few minutes and the results are
shown in Figure 3-(a) and 3-(b).

(a) Numeric value of raw traffic

(b) Numeric value after modeling
Figure 3. Comparison between raw traffic and modeled traffic

3. Implementation Result

To apply proposed modeling scheme into real service, we
implemented prototype as shown in Figure4; this result was
made by experiment data. We divided 1 day as 48 windows and
this module can calculate statistical values (average, standard
deviation and abnormal point), numeric information (number of
message and number of callers) and entropy values of each SIP
message. Also such modeled information can be updated
automatically.

Figure 4.GUI and modeling results of implemented prototype

In this work, we will develop SIP traffic analysis solution
including modeling process, analysis, abnormal pattern
classification and attack detection scheme for real Internet
Telephony service. As the ongoing work, we are implementing
the SIP traffic analysis function.
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