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Efficient Traceback Method for Detecting DDoS

Toshifumi KAI* Hiroshige NAKATANI* Hiroshi SHIMIZU* Katsuji TSUKAMOTO**

HHFEL A ¥ —Fy POBERIZH ST, RIET 7R KXDHENEMERICH 5, FFIZ,
EETT FL 2 %444 L 7= DoS (Denial of Service) % <> DDoS (Distributed DoS) %3,
VAT LEEIEIZBONRL 2 EEH Y RAEES~OFEENHIRD TS, TOXROTZDIT,
BONOREBFEREEEMPREIN TNV D, ATl BFE T ROMBER R LTt 7Y v
FHRERET D, £, BETOIHSTROFIEZRTToDIZ, BAMEREL LOEA (21)
DEG S BRI L BEFHT & OB 21T 9, IREMERIZOWTIIRFAET VLI ab—Y
a KV EHMET S,

Abstract The amount of damage by illegal access is increasing with the spread of the
Internet. Especially the DoS (Denial of Service) and DDoS (Distributed DoS) attacks cause
system down and often influence social life. The attacker detection technologies have been
proposed until now. We evaluate them to show their properties from the point of view of
performance and easiness of implementation. And we propose hybrid traceback method
that solves the disadvantages of existing technologies. Advantages of our new technology to

the existing methods clarified by simulation.
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