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Design and Implementation of Network Monitoring Circuits for
High Speed Networks

Masayuki Kirimura', Yoshifumi Takamoto®, Keiichi Yasumoto!T,
Akio Nakatal and Teruo Higashinof

1 : Dept. Info. and Math. Sci., Osaka Univ., Toyonaka Osaka., Japan
11 : Dept. Info. Proc. and Man., Shiga Univ., Hikone Shiga., Japan

Recently, with the progress of the Internet and high-speed networks, vicious acts for attacking
networks such as DoS attack and flooding are increased. For detection of such attacks in high-speed
networks, we need real-time network monitors which can handle millions of IP packets per second.
Since the monitoring items and the number of monitoring packets often change, it is needed that
we can modify the developed network monitors easily and/or add facilities for detecting new types
of attacks. One way to develop such high-speed network monitors is that we use reconfigurable
circuits such as FPGAs and adopt speed-up techniques such as parallel processing and pipe-line
processing. In this paper, we define a concurrent model called concurrent synchronous EFSMs
to specify such network monitors and propose a technique to synthesize a FPGA circuit from a
specification of a network monitor. We also show some experimental results obtained by using the
developed synthesis tool where we have synthesized different types of FPGA circuits depending on
the monitoring items and packets.
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Component Type IP-FLOOD SYN-FLOOD

Num. of EFSMs 156 67

Time for Synthesis(sec) 1048 123

Max. Clock Freq.(MHz) 12.45 12.45

Size(gate) 14181 3392
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Name | Steps | Dummy | Branches | Area(gates) [ Clocks(MHz)
SYNO0-64 1 0 64 7062 11.51
SYN2-32 2 2 32 7171 12.45
SYN4-16 2 4 16 7410 14.90
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