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Abstract Dos attacks, IP address spoofing and name-based aggregation are important issues to be solved in the Internet. In
this paper, a new concept of closed network, called by “Personal-View SandBox network (PV-SVN)”, and its over-laying
methods are proposed. Contrary to the existing VPN, a unique PV-SBN is defined for each terminal and application. When a
terminal sends a first packet of a flow, the ISP of the sender filters the flow at network ingress gate way based on the matched
results of the senders’ profile and the receiver’s access policy. With this mechanism, Dos attack packets against un-allowed
receivers cannot enter the Internet. Furthermore, the using of global IP addresses by terminals is abolished, however, a new
concept of IP addresses called by “Personal-View SandBox ID (PV-SBID)” is introduced. With the PV-SBID concept, a unique
receiver’s IP addresses used by senders are independent, so IP address spoofing and name-based aggregation are never enabled.
For a terminal, communication in a PV-SBN is completely same as in a usual VPN, and existing IP equipment and TCP/IP
protocol stack can be used in PV-SBNs without any modifications. Existing terminals can immigrate to PV-SBNs step by step.
Furthermore, as terminals in PV-SBNs can communicate without specific signaling procedures, it can be applied to M2M
communication where hardware resources are extremely limited.
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T P R KRR EON R 87— A GES | 51 R BB — 7 1G5 1)
A o PR V] 1D | IV-SBL | Iv-SBID IV-SBID | 1FID | IV-SBL
, | #1-1 | 100.64.0.2 [ A-1 A-1 #1-1 | 100.64.0.2
;ﬁ%{é GEER I #1-2 | 100.64.0.2 [ A-2 A2 #1-2 | 100.64.0.2
- #1-3 | 100.64.0.2 [ A-3 A3 #1-3 | 100.64.0.2
1Pk | IV-SBLEIV D #2 | 100.64.1.2 | B-1 B-1 #2 100.64.1.2
e WIE T 23 |100.60.1.2 [C-1 c-1 #3 100.61.1.2
< IV-SBILAR #4 [100.64.2.2 | D-1 D-1 #1 100.64.2.2
1P/ 371 #3 SBNA/ T —TF )V
Isggaﬁ%_ PV-SBID(R)IEV vt FEA HH
A IV-SBID  {SV-SBID(S) [SV-SBID(S) [1V-SBID  |SV-SBID(R) |SV-SBID(R)
| PV-SBID (R | (13 J0) (585%) (15 J0) i)
---------- > A-1 192.168.1.2 [10.0.1.2  [B-1 192.168.1.2 [10.0.1.2
le PICALA7 N € A-l 192.168.1.2 [10.0.3.2  |C-1 192.168.1.2 [10.0.1.2
3 IZA%273 r—> B-1 192.168.1.2 [10.0.1.2  |A-1 192.168.1.2 |10.0.1.2
——— C-1 192.168.1.2 [10.0.1.2  |A-1 192.168.1.2 [10.0.3.2
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WCLTHZEL, A Mo IV-SBID(SE 4o) & U 9 %.

S5\, (L E BT — 7 V&35 L IV-SBL(E 56) %
PRI D. I, B L IV-SBLGEAS ot /58 56) &
IV-SBID(% 15 Ui /%6 56) % GW IZIKE T 5.

GW IZ C-1 56/37vbhdD 1P TRL A%, i RE&NTz
IV-SBL K& % IV-SBID (2 # L T —F|THxkd
5.

ISP #M Tk, BEfF D IP L —F 472k, Tv-
SBL(%E JENZi% M 975 GW £ THR L T 5.

A GW I, #9180 T A-2 735 C-1 38 IV-SBL)®D 1P
Ny bheZ G LS A, Y ANy O£ % O
PV-SBID Z il fl {5 12 5 5.

HIAE X, IV-SBID Z % —ZL T g sy — 7
NEWGIEL, C-1 O#R T D IFID 2IkET5. £
72 SBN AUNF —T VKL, i K C ORI D
PV=SBID % & 9 5. KIZ, &L IFID(Srwk
DERL ) PV-SBID % CW ([ZIK &K 9 5.

GW Eui K C sk 1P TRV A%, &
72 PV-SBID 2L, fE/RSN72 IFID [ZHER T 5.
| O NAT/NAPT (255 FireWall Tl, 7947~
rD 1P TRUVRER—RE S OREWL, TRLRT
— L OREE ] D TP 7R 2B IS HEI DY CTHAR,
AP D GW Tlgd o o Q15 00 1P TRLADXK
FFEEBL, SBN AT =T RSN TnD
TR AZE I HID Y Th.

— B, SBN AU RSBz Gk ShhiE, 4 SandBox 1 ISP
W2 LT, BREESNIEE DA N (SandBox)E [P LAF
THEBWE N TES. 4 SandBox P{E Y7 ML, 15 114
R D72\ SandBox HDAF(E S NAT OIFAEEE#HKTHZ
CIIRECHD. (o T SIP BREDEy a7 akan
X WebRTC 72D FW RN —H LY T D IR R E L7
0, PHEKHEN EREEZR 1P LAY ORICLDE IS %25 8
T AT L.

4)

5)

6)

7)

8)

6. SBN A% & FE

5 BT AT —HEk FIAERIHE L9 5L, SBN AN
DB EEFNLLL F OB ZW 2T B ERH D, Zh b
ZWiT2 T T RZEDOAT—FE VT 21220 CHE, Bl #
D,
(1) M2P {5+ —EX
AP =X TIE, B oKD SBN A NEAE (R8N N &3
WG B5A)E ISP Ik RFIC R R 2R LR, 2Tz
O, MO ISP bAREE EMRD. 16T, A KL t32
FERE @ url 12 % CTU LR 1T 97D SBN AU N ff%,
AU B —Fy MR T D42 ISP I a il SB DA 22 28 04 35
ThHDH. Fl2, B RN SBN A ANEEommzsE TLTH,
ISP 135 Ui K 25 CEAW =D, FMii KD SBN AL T
— TV E R H TERN. 2O, R BRI Y 5% url
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29 &

MPOYEI 1P TRUARMRKIRIZ, i RO |EE, Mk
PE& L, WA Lz8 5 le DI, PV-SBID(S) % /8 A 44 U
HL, SBN A NRF =TI e T H T HZERMLE THD.

(2) P2P {5 —E R

AP —EXTIL, B AR SBN AR5t % ISP 128 Gk I
2, MR ERC 2L ENDD. L LARNSHE 25 MR I,
Bl N/ = VAV R et 4| I e RA i 12 e £ i NN ey S )
NTIEARGZR. 72720, ISP 1B 237 7T 2 1 i K %2 =
== 7T T RE AR M (V-SBID)Z A F CTEH M4 R H
L. F T, e TIAEF T R IZXE 972 DoS BB ITHE M T
XRNWZER, FIH ERFESHTWDIRLERHD.

728, SBN AL NSz, M2P {5 LA KR 27 T S 1 %38
M DHZLT, Fus KA =T N L TODE AN i 50,
AL, BB IC Ko TEAL RE)DE ML ISP 23 &
L, EExEHMEITZELWMHEETD.

7. SB [ IP #8158 0 B % B FF 1

P2 )7 AL, BESRETICED FWINAPT) LR35 &, ~
oIV — IV ELMETHY, T, FURIVLBE R M AT
B0, 20D, R ITAXOAr—S8 VT 1R EH B EL
T, LS AL, fEkREINICED FWINAPT) O H A H4 g
M7 aFEEEL, GW Ei S o fE i 21T o7, JEREIC
X, BEfF @ OpenFlow il ffl ¥ 7 s T& 25 Trema &,
OpenvSwitch Z#l & & o1 THE FH L7, §EAl /8 o+ ik % X
81T, B AR LM E K&K 4 17T,

NAPT 1Z2W Tk, GW iX, %Ml SandBox 23361592 1P
PRIy DI 1P TRLAE UDP R—1K 75 T7a—&i#k il
L, B 7w — 2 0 902 &l 48 Ll 9D i AR 1
R—=hrF 7 — b, MEICY T — 2R T H
DR =PI E G ERIZEOT7a—ZHH DY THENTHRNE
TERBLT GW Izl M3 5. LRI, Mk 7e—Iic o0

GW il 41356
(Trema)
T SRR A MHELLGW /IR
VLAN GRER /L
sB ﬁ aw  |@esmkon)|[ s
s8. H—— ©Open- (H SB
vSwitch)
Bl B

AL SB: SandBox B8 AR A Ak

Fed LG RN S0

/N—K =7 | HP ProLiant MicroServer,AMD Turion Il NEO N541.(2.2
GHz), AE4GB,HD 500GB, GbE

AZANVEY S Ubuntu DeskTop 14.04, IPv4,
Trema 0.4.6, OpenvSwitch 2.0.2, pktgen 2.7.4

W RE FEASBVLANID) A T o & MIZEES BTy M A,
USRI AE (L D). 51O/~ v ME(R 7L

SB#L FEANSB, 25 MISBHZA095(FKEL 1T 15 DH — SN Dpktgen
CHEED

P34y UDP, L2~4 % 8 T100B[H 12

HIRE 71 FEATpktgendD N7 ME(E HIR(E E % FEEL, —&
%o/~ N A5 . EEHUE, 26ppsbA T THEL, 0008
TyRERPANTIRL0 N b.
eI Cepdump b2 L DB E L BRI % 7E
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TIE GW N7 a— D Hll L — Mz 3 STy 4 48 4
LI RIS B, TRUATS — gy aT—7 LT
L, B UK 2R (ruby @ find A/ v R & each AV v R)%
L.

BRSO A =KL, 45 -5 5 Tl {7210 Th
L. 22 T NAPT &80, SR BN EEEZMBG T 5
BICA~y LBt DRETRVARMHEE L TND. 2070
AEOY CTR—=IE S ORBIEIAETHD. £z GW M oOb
FINTOWTIE, OpenvSwitch ORfEZ I WVWT GW &35
Ml o B uk KB 12 1 A& @ GRE(Generic
Encapsulation) > RV &R & L THRELLL TV A.
(1) GW D PEBE REAL

LTS, 7a—)L— )L IL3 35 SandBox O X7T
X 2(WJim), NAPT D4 7m— b — L B3 25
SandBox DT X2X I AR —NE DL T, Lins.
ARGEAMM TIXEBERE M &L CRI VAR —RE D% H 45 =1(]H
F)EL, MR LS SandBox4,095 il X ) J7 [1]=8,190 %,
GW W ® OpnevSwitch (247 &) 101 1] ME PR OK CTAR g LT, &
LT, % 7R DOMEREBR S & Lhigs 95720, F6 A1 458 2L 2R 2>
LDy REEMREZ 15 s~2.6 us [ZA{SHE T UDP
Ry GW ~AJJL, GW B &= )7y ko 4s

Routing

L—hR&2 Ml E L72(GW ~D A JJL—RE 67Tkpps~380kpps).

F72, R GTRIZBITDHGREM R DB L W LT, 12

3/ AN F1%)
100 §
90
80
70
60
50
10
30
20
10
O 4
67 100 111 125 143 380
—E— AP R eeemen (R L EL) AT kDDS)
9 GWHERE I it 5
H/ AN T1%)
100 - - & - {2
90 k
80
70
6 .
50
40
30
20
10
0
2.5 5.0 10.0 12.5 20.0 25.0 500 1,000 2,000 2,500
AJ1(pps)

—B— NAPT(262 14 fi#i5%) === NAPT(1638HE &)
----- M- NAPT(160E 18 5) —— iR
LO AR A BB U s 2R
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% )i LT GRE b AN EFRE LRV AT THHIEL

7. A1 —NMZx 35 v —rDOL—RMb 2K 9IZR T .
ATV —bD e KA 380kpps 13, o8 Bk B BT CHE L K 23
WKIECEDIRKL—FTHD. Bl 21X, LS XN TA DL —
F23 380kpps D&, H 1L —RiE 63.1kpps (L —h b
16.6%) L7 o7z,

PR T REN KD NAPT Lib# 458, /0356 20%1K
W 2 LR RV IE L TIERE R @O NAPT 12 W ) &7o
7-. OpenvSwitch O~y X EBHEYEIz-DWTiL, W 7T
KEZRE IR, FT7a— L — L O AR Bl ¢ ln —
Thb. 2D GRE b R OA MENHER J7 Lo )%
TR ETED.

(2) Tl 480 5 o> Pk e

% ROMRBEREZILK I D720, GW ADT7a— /L —
L EATHIBR L, F8 A6 L5 R 250Xy Mk A5 T b &
500ms~500 u s ([ZEALSH T, UDP R vbhZ GW ~A )
L, GWhHDOH H L —RER @ L72(GW ~D A Jj1X 2.5pps
~2.,500pps). 70k, 7r— L — LD A h BT 5 (L
FOELT-. ARG TIE GW 2260 ) b— RGBS 25
GW ~D7m—/)b— )Lk & L — b & [l 45 ) il #1558 oo M g &
HRL TS, NAPT IZOWTIE 1 M 1P TRLRD 65 )7
UMl DR —h%E4 SB CHA L. TR AR —RME
R R AL B D 5 B A AN 95720, T R — M CR Al
HOR = K HERATHECICYT —FT TR EB)%
26,214(65 J7 I 40%), 1,638(2.5%) % U8 160(0.25%)D 3,3
A= TMEZEITo72. AL —MZx T8 L —hD kb
X 10 129
PR B R D NAPT LI 958, i ] ok — R n
160 DA EHEL 50 5(1,000/20), 26,214 O34 &1t
L 400 1%(1,000/2.5)F )%, & 2 H o Jjnm L35
ZEDHEBILT.

PE K 7 R EREREDZETZE X, NAPT TOR—RE
R A, MR DI LR E LN FHINEE D
5. 20, BETAIAYZLO T.RIZLY, NAPT T®O
PEBE VXN B9 D T REMER B D.

8. BHYIT

AR T, WAL ISP Mo F2 8z ¢, /Eknbimb
WTWa 1P TRUZAHR 18 M B e & ., BB RN
DY L, X HFE 0T ELEN ISR D, EBNA
1P PHIHE (PV-SBN)DHE R &, [RI#E 2 BEAE 1P i ~A —
—L AT DI ERE LT,

A7 R0, 35 R S H AR LS FF o e il A
T ARG ARIK LT, FLELWIZRD T EL -4 BN TEA
WP TRURZE W, i R DA 28D 1P LAY B
WEZ B CEDLRMAE A T2, PV-SBN DAL R[] TIE,
WE MO T TV TRARETHY, £72 1P TRLVAR O
KPR 720, Rt - B ICHlRoH D~
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VKRB OERE T, RERAUYINEHBLE ZDND. £
Tz, B R 55 RNEBEF D FireWall(NAPT) 5 K % OpenFlow I
IDFEIEL, GW IOV TIX 20% B EHENME T 335000,
B ONBEEECO VTR, AEU EOMERERET
EHZEERL.

SHBIXT, RERSMF—Xvb~OBRAZEMELLT,
SBN AU N& & F|E, ISP O EE R F ik, RO Y
SMEEN LB F B OV TR EDEIT ETHS.
ARMIBFHEBRBEASMAESORKR1IZITIT, F—
EXEEHIOBREL FMEEROBLET 2 ELDTHS
TEEHLKRZD.
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