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Proposal for a detection method based on cooperation of multiple
Intrusion Detection Systems and its evaluation

Tomoya KOTONE! Minoru IKEBEf Kazuyuki YOSHIDAS

The network management cost is increasing with the spread of the Internet. So, each organization have
to operate an intrusion detection system. Therefore, we have been developing 2 intrusion detection
systems. One of the systems is Anomaly Detection System which mainly detects “scan attack” and
"Denial of Services attack”. The other is SSH Password Cracking Attacks Detection system called
SCRAD. We operate 2 IDSes individually. Because, the 2 IDSes differ in the detection targets. We
analyzed the result of the 2 IDSes, then we found a behavior which some attackers performs the
password cracking attack after the scan attack. In this paper, we propose a new detection method
based on cooperation of the 2 IDSes. Our proposal method can detect attackers earlier than the
previous method that the 2 IDSes operate individually. We implement the proposed method and
operate it. Then, we compare the result of two methods. As a result, our proposal method can detect
attackers earlier than the previous method. And, our proposal method is able to detect attackers which
SCRAD failed to detected.
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x4 WRET—TI

attacker-ip-address | attack-type [ detection-time

4176167024 0 1380593699
2384234212 2 1380532323

%5 EHaI—YF7—=T)L
normal-ip-address | packet-count [ detection-time

23434934223 2000 1380593891
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#£6 WEXATDE
attack-type | Lz
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WEEMAIREZ (detection-time) 72 UNIX KE [ D
EXTHMT 2. iz, EHI—YT7—7) (% 5)
E3DDT7 =)V RZFED. 1 DHDT 4+ —IV RiZ
EHI—Y TP 7 R L X (normal-ip-address) 7% %%
He LTHMT 2. 2DEDT7 =)L R 1 axy
23 DNy RS EEL (packet-count) & AEHA
9%. 3DHDT =)V FIZax T ¥ 3 VRHIEA
(detection-time) %z UNIX FFREDIE X THMNT 5.
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/’ N

?from”:0,”size”:1,
7query”:{”term”:{” attacker-ip-address”:4176167024} },
7 filter” :{
“range” :{
” detection-time” :{”from”:138001799,” to”:1380593799 }
}

7sort”:[{” attack-type”:{”order”:”asc” } }]
}7

R 6 MRy T of (EET—7)

Fiz, ERI—Y 57—V ZERLIMALE LT,
SSH OHE O 7 A V2T T — X ZEZET
53V RIicky, YEOTF—2EHEZETDH L, E
BHA—TZERAT 2 3| MERNBETF 5N, #F
FiEE, —EERI—YZERANT 5L, KB
MELHRE L L THRBRIT 57280, @HEOBEN
WL 2 2 A[EEEA D . T ORIEMADEE L
T, ERIA—YT7F—7NVEHAELR. BRERFEREIK
BET—TIVICERMEMENTLTE, Efa—
V7 — 7 IVICERMEHE N TV R 5E, REETE
%23 10 [\ S AHE LA,

532 WEBEODBRRAE

WRET—T I 5K TV OflZ2K 6 1<
KT WBET—T IV EMERT HIEREETCIP T
FLAZF—L95%. MRENTEHDOLI—FD
D attack-type fED RO E D% 1 DT 3.
7z, MRIZLI—FREMRLURENS 30 H
(2,592,000 #) INOE#RZFIFAT 2. 30 HUA &
WO DREENZMTHS. MRERELT, £4
DBEHIP 7 RLA, WXL T, WMHKID 3D
DIEHR%Z JSON ERTE 3.

6 REFEDRERER

AREFTIE, 438 EFAEDT—212y bZHNT
SCRAD OfIfHRz, ML UGERHLHA (1Ek
Fi) L REFHEOB A THEL 2.

6.1 HERER
6.1.1 LIO—F#& DBADT 7 R5EE

RIEBEMHAI Y X7 LOBHIFE R 4.3.1 fioE 1
CRMRTH S, BEL 72 BCRBRIEUE 599,944 14
ThHolz., Ko THEE T —T NI, FIEEER
AT L5 599,944 fED L I— RAMEA TN S.

SCRAD OMHAKERD S B, a7 > 3 VHIE
B I47 Y FRAIREZ R U TSR 2R 7, &
8ITRY. METECEVT, RAILIEWEEIP 7
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#7 SSH a7 ¥ 5 Y BAIFEKOLE (SCRAD)
[ KTk | AT

U EWMEAR R OEF 7,184 1,597
L W EL EOsEE 872 872
At 8,056 2,469

%8 SSH 754 7> MRHIEO i (SCRAD)

[ TERTE [RE=RiR
| BRI [ 1P 7 FUXEC | BREC [ 1P 7 F AR
TR 674 179 788 195
THI—7 = 67 = 67
ERCE A - 3 - 3
aat | -] 243 - | 259

RL 2% 195 fF TH -7z, &> T SCRAD 5K
BETFT—TWIC1B HFDOLI—RFRBPEAINS. &
5ic, LEWHEDL EDOMED 872 Bl N7z,
SCRAD DS EHI—F7—T)Ic 872 FD L a—
FMEAENS.

Fle, MEFENDBAT VXV RTERAIVT
ELT, UTD4DO0H%.

1. RIEBEEHRAIY AT LD BERE AT 5 &, K
BET— T NAREEERZHA

2. SCRAD WBEZWMT 5 &, WBET—7
JUNIEEE Rz A

3. SCRAD DL & W HL EDEEZ RT3 &,
ERI—Y 7 — T )V I — 5% A

4. SCRAD 7MEFE: L TOWIRWIEETTH B 5 72 T
RTBHEe, HBET—TIWEeERI—YF7—7
VI BB TG R 2 B8

KEHEHICE T2 15 4D DBADT 7+
AR ZR/EL, 1 HHZOD DBADT 7R
BRIz, 72, R5CBVT, 2 DOKE
BREIY A7 LDEIES 59 —s3E DB ¥ —\[HD
RTT(Round Trip Time) ZFHHIL7z& T 5, #70.32
RUBNTH- Tz

EERCTHWI Ny b7 —RICBIT 2 DBADT
7R AL, 1 BEHEDRAT 384 TH- .
Xz, 1fFoLa— FzEAd 2HRIEH 1.71 IV
BWThb, REE7TZ DB D HMEKT 2 RO LA
1.74 SUBTH-72. £oT, 38HDT7 72X,
66.12 SURTRTTS. UEMD, 1BUANICTX
TOD DB ICBT 2 UNMMNE T T 5728, REFED
ERAICHER R VWEEZ S,
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6.1.2 EEEH

K 3IDHEMEMA LI, WBE L EHI—Y Ol
WCHIESNZIP 7 RLAZERT S, TNHDRE
JClk, SCRAD MWRANEN, F/zIdiamiilzC e
ZEMT L. BEERMEINZEGETE, WBET—
T EIERI—T T =TIV O 70T — T IVITIER
PN EN TS, EERAL 2 3 HDEE T2 H
BB L, TERFELEEFETH—-DOIP 7 FLA
Tholz. TDIH, 2FERARKEMREL TS
IP7 RLALMMDOREMEEL TS IP 7 KL A
Thol. 2hOEETOXH ZH#HET S5 &, WEE
& UTHETE Nz MRS, 787w bR EE
ML EWEZKE Bl U 723845 2 R8T L T
Wie, Fhaxry s VOEFBREAE -Tho
o TOREETTIP 7 RLADOFIHAZICHRT S &,
JEATHRZE (3] L [AMkIC, SSH O HEhT 2 1 > KhE
AWTTF—2%Z#%ET5a<x Y Rickbh, DED
TR EREZEL TV Ko TINSDEETIE
AR & HIT U 7z

Flz, BEREE WL 7z 2 FOREE T EIRL, 11
DREFICDEEZFE L. TOMRE, TORET
WGHEHIEICKEOER ZHEDERL TV, ThidK
BEODXEF EHLULTWS. Z0%H5 1 DD SSH
Y—NIC, N7y FERZEREMNLEVEZKE L
S 2 E NS Wz,
6.2 REFEDER

AHITIk, SCRAD ORGSR Z, 7 U CTHEM
L7726 (IRFiE) LIREFEOHATHIRL, &
295,
6.2.1 LEVMELEDBEDLESE

X7, K8LD, CRFELREFEZHKT S
&, LEWEL EO@BEHIER L —PBICEE &
Mmolz. F7z, 612 I TRUZEEMRAIS NIZEE
TEDS B, 2 HOEMAILZIEHEI—YIE, LEWE
K OWE 2 2H T 134 HFERI L 72, RICEMR 2 —
WTr—TNWhisl, BBET—T V2 THREFER
EHT S L, ~EEHI—FZEBILISGE, 20
BMEELLEE L L THRIEN, SSHY—/NEDE
ErRHENINS. XoT, FERI—TOEENER
WICTERVATREENHS. LAL, EHI—YTF—
TVERWS L, —EIEHI—Y i EnhiGa,
WEBERHFZEEDNEFE I NG W2, FERI—TD
WEZIRAETE 5.
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x99 FIERANE N7z BER O

—)b | attack-type | IR
JV—)l'1 | O(password crack) 595
1(typel) 84

V=)l 2 2(type2) 50
3(type3) 25

K 34

et | 788

6.2.2 LEWMERBDBEEDLLER
PERFIECBNT, 1ax7>arydbizbmry
FEZERBN L & MERETH 2 EFEEE 7,184
HTh-olz. —J5, BEFEL, 1,597 RS Nz
SCRAD G B EZWHIT 5 &, WBEL SSH Y —
INFE DS Z Wi T %728, ZO%ODaART gy
B SN G, 7z, BEVATLTRE, 18k A
TLATHHLUIZHEEIP 7 RLAZETHRIITET
Wiz, % 91 SCRAD THHMI L /2B EICHENT,
RIEARA E NI BOEEZRT. £z, 595 fFD
BUEF TP 7 R L AA A SCRAD I X D HIE N
TV, ThRKRBET— T NVADOBRRHEICEV
T, 1 DORETCWEBORE X A T THRIIE TV
256, /O attack-type lHMNEIRE N B 720, T
DEIEMREE->IZEEZOND. THIC 159
OWEEIP 7 F LA, HiEARESEERAY AT I
KRB E N TV, BEF LG, siEFmSh
BROFEEN) 5 SCRAD OMAIRUERZHT % 7=
B, NAT—=RT T F 2 FHEOEE %85 10 [
BT 2ENCRAITES. U ehb, EETF
FBEERD AT LEHRT 5L, KO RBICKES
T E .

F7z, 34 HFOLEEIP 7 R LAS, DB ICHRD
BRHENTORVERBT/SATY—RI Ty F I
BRI TV, ThEDEETTDOHICE, 1 DD
WRENMEHORETE O THEZ T 256
MEZLbNS. WEORNE LT, #IDHIC, HBiE
fZ7072 VT scan Bz {IHNT, ISEDH -7 SSH
=DV XM ZEKT S, ZD%, VAbZE L
I scan WRE T2 IP 7 RLALRHIO IP 7
RLAZHWTRAY—=RT T F 2 THEZT#
258 TH5.

6.2.3 KWEERMEHDLLE

TERFETHRAIL 2HBE IP 7 F L AEIE 179
HTho, BEFHEZ 1954 Tho7. ZTTRE
FERZIHEL 72 16 fFOEE L IP 7 R L AICDW
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16 A -> 133.37.B FAIL 2014 05/15 02:05:30
16 A -> 133.37.C FAIL 2014 05/15 02:05:48
16 A -> 133.37.C FAIL 2014 05/15 02:05:54
18 A -> 133.37.D FAIL 2014 05/15 02:22:33

7 JEERUERED Y (TERTE)

## 2014 05/15 02:05:30 A typel
16 A -> 133.37.B FAIL 2014 05/15 02:05:30

X8 WEBEDT (RETFH)

THELL. TO/BE, 2TORELZ A ERER
Y AT LML Tz, 16 fFOREFILIP 7 R
LR, LEWE EOBEEZ 1 BILERILZh -
Telzdh, RTHRERZ LR EINDS. £z, ST
Fr—2ZRETEHE, FNEY bT—TDFAL
TWAEWIP 7 RLAIZ SYN 87w R ZEEL TV
fz. £oT, TNSDKEETTIE scan WRE T /2
%, NATU—=RI T F 2 THBRAHI TEL
BErEZLNS.

16 fFOREEIP 7 RLADS B, H3 1 DD IP
7 RLA(A) ZHIH L, ZOIFEREFEO Y (GEET
F) LBED T (BEFHE) ZMT7 M8 ICENT
TWRT. K7, E0S, N7y M, WEEIP T
RLA, SSHY—=NDIP 7 RLA, %730
HIE, axrya v OBHMFAZEL TV, £k,
B 8ICHEW\T, LITHIREND, BEEEMML], K
BEIP 7 FLX, #iEMEE N/ BOMEZERL
TW5. 21THEM 7 LHAETHD. HEZHFHAEL
AR, 1axr v ardizoonry ikEZ{ER
B L EWERTTH 2(E%Z 4 [EHTRIMIL T
Wiz, ZOMORETIP 7 RLAL, £2TOEEN
LEWVERMTHD, LEWERMOBEAD 10 @
K THo Tz, ERFIEIE, LEWHEEFBOMEZ
e 10 MM L2551, TORETTENBELL
THHIT . LAL, SEBHIL7ZAETOX S I,
AV AVEE A A E SVE/R L Y un:: \pR il =t GANI
HRIGTH-IZGH, TORETERMFBNT M
BEelb-oTe. —h, BEFHEICBNT, TOoRE
HIP 7 FLRAIAERBERINS AT LD typel T
AIERHI S N TV B 728, BEIEMENERE 10 B0 5
LENCHAD T 5. Ko T, LEWERIGO@ELND 4
BITEMRATEE. LD eh b, BREFHIKE
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kD SCRAD THHEIL TWinh - =B8R E Z AT
EyL

7 BbYIC

71 FESD

AL TREAEBERAY AT L E SSHISA T —
ROy Fy TRERMY AT L EEXES L
T, KORIICHBEZRAT S AT LZREL
Te. ZTORR, TERTFIELHIRT 2 L, RETFEE
WRD 57D 1 OFEHMTHEEZMATE . ¥
To, WRERMBEZEINL TV, Ko T, #EF
FRRER AT LEHET S L, KO RIICKHES
ZRHITE 2. E5IC, 1EkD SCRAD THHFIL T
WMo TERBE R TE 7.

72 SHROBRE
AREERIIAIEBEREIS A7 L& SCRAD D1F#
A TR, RE@GHRAIY AT LT %K
B3, BANARE SATY—RIIT vV TRE
® DoS WL E) DHAHNBEHA S ENTES.
REFEZ, B8Rz N 2 RICERN R 58
W S 228D BIE N 255, BAITH2
EEZD. S, SSHY—ERXRZITHL, tho
P —EANOYBZBINT 5> A7 L ENERER
MY AT LZHEZTETWL. £z, DBOAFATE
HRALI— REOFES, L I— RO A - HIFRD
Bzl T2 L 5BOFETHS. 51T, 2
DOWEKRAIY AT LD L EWEDZ LM% MGE L
TV RBEND S

HEE

ARHFFED—HERIE JSPS BHFE 25870558 DL &
ZITEDTHS.
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