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Problems on Shared Secret Exchange of DTLS-SRTP over unreliable proxies

Hisashi TAKAHARAT Motonori NAKAMURATT

"University of NIIGATAPREFECTURE  "'National Institute of Informatics

The DTLS-SRTP was proposed for secure VolP communication. In the DTLS-SRTP, after establishing an end-
to-end communication channel with signaling, they exchange a shared key for SRTP using handshake of TLS.
A method to protect public keys for the TLS is also proposed as DTLS-SRTP-Framework that SIP Proxy
assures integrity of the public keys provided by the end entities. If reliability of a proxy is lost and MITM attack
is made by the proxy, secure communication channel cannot be established. This presentation tries to make
clear problems in such cases and opinions for the solution from participants are widely expected.
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