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Design and Implementation to Deploy Domain Authentication
Technologies in Receiver Sides

Kazuhiko YAMAMOTO

IIJ Innovation Institute Inc.

As the next step of anti-spam activities, promotion to deploy domain authentication technologies in receiver
sides is going on. However, such technologies are not widely accepted yet since legitimate e-mail messages
might be rejected. This paper describes a way to implement Wong’s idea that combining IP-base and digital-
siginature-base domain authentication would solve the problem. With our implemented language, we can
specify a policy to reject e-mail messages only when all results of the domain authentications are failure.
Our server implementation controls an MTA through the Milter protocol according to the policy language.
We have confirmed stability of our implementation through multiple tests and released it as free software.
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