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Abstract

In this paper we examine security issues related to
the Optimized Link State Routing protocol, a proac-
tive routing protocol for MANETs. We enumerate
a number of possible attacks against the integrity of
the OLSR routing infrastructure, and present a tech-
nique for securing the network. In particular, we con-
centrate on the remaining attacks when a mechanism
of digitally signed routing messages is deployed, and
an attacker may or may not have full control over
trusted nodes. Our solution is based on the inclusion
of the geographical position, e.g. as obtained through
a GSSN device such as GPS, of the sending node in
control messages. This solution may also be applied
to other link state protocols, or indeed adopted for
other MANET protocols in general.

1 Introduction

A Mobile Ad hoc NETwork (MANET) is a collec-
tion of nodes which are able to connect on a wireless
medium to form an arbitrary and dynamic network.
Implicit herein is the characteristic of the network
topology to change over time as links in the network
appear and disappear.

In order to enable communication between any two
nodes in such a MANET, a routing protocol is em-
ployed. The abstract task of the routing protocol is
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to discover the topology (and, as the the network is
dynamic, continuing changes to the topology) to en-
sure that each node is able to acquire a recent image
of the network topology for constructing routes.

Currently, two complimentary classes of routing
protocols exist in the MANET world. Reactive
protocols acquire routes on demand (this class in-
cludes protocols such as AODV [18] and DSR [14]),
while proactive protocols ensure that topological in-
formation is maintained through periodic message ex-
change (this class includes OLSR [7], OSPF [5], and
TBRPF [17]).

1.1 Security Issues and Related Work

A significant issue in the ad hoc domain is that of
the integrity of the network itself. Routing protocols
allow, according to their specifications, any node to
participate in the network, with the assumption that
all nodes are trusted and following the protocol. If
that assumption fails - i.e. the network is subject to
malicious nodes - the integrity of the network fails.

The primary issue with respect to securing
MANET routing protocols is thus that of ensuring
network integrity, even in the presence of malicious
nodes. Security extensions to the reactive protocols
AODV and DSR exist, respectively in the form of
SAODV [9] and Ariadne [10]. SAODV uses digital
signatures on the Route Request and Route Reply
messages. Ariadne authenticates the sender by us-
ing clock synchronization and delayed key disclosure.
A system of digital signatures for the proactive pro-
tocols OLSR and OSPF has been proposed, respec-
tively in [4] and [21]; see also [19)].

Maintaining the integrity of the network becomes
more difficult when an intruder has compromised a



trusted node (which hence becomes a malicious node)
or has captured its private key; the intruder then be-
comes able to send authenticated messages. Known
security techniques against this kind of attack are
the Watchdog/Pathrater [16], CONFIDANT [2] and
WATCHERS [1, 12], which aim at identifying and
blacklisting the faulty nodes.

In this paper we will investigate the issues of secu-
rity in the OLSR proactive protocol, with emphasis
on providing an improved security extension. We will
introduce a mechanism to ensure network integrity
and detect misbehaving nodes.

1.2 Paper outline

The remainder of this paper is organized as fol-
lows: section 2 gives an overview of the OLSR proto-
col. Section 3 describes the vulnerabilities of proac-
tive routing protocols, using OLSR to exemplify the
threats to which any proactive ad hoc routing proto-
col is vulnerable.

Section 4 presents a security solution which we
have proposed for OLSR, and which uses digital sig-
natures. This is used as a starting point for our
new location-based security extension described in
section 5. Finally, section 6 concludes the paper.

2 The OLSR Protocol

The Optimized Link State Routing protocol (OLSR)
[13, 6] is a proactive link state routing protocol for
mobile ad hoc networks. OLSR employs an optimized
flooding mechanism for diffusing link state informa-
tion, and diffuses only partial link state to all nodes
in the network.

2.1 OLSR Control Traffic

Control traffic in OLSR is exchanged through two dif-
ferent types of messages: HELLO and TC messages.

HELLO messages are emitted periodically by a
node and contain three lists: a list of neighbors from
which control traffic has been heard, a list of neigh-
bor nodes with which bidirectional communication
has been established, and a list of neighbor nodes

that have been selected to act as MPR for the origi-
nator of the HELLO message. HELLO messages are
exchanged between neighbor nodes only, and are not
forwarded further.

Upon receiving a HELLO message, a node exam-
ines the lists of addresses. If its own address is
included in the addresses encoded in the HELLO
message, bi-directional communication is possible be-
tween the originator and the recipient of the HELLO
message, i.e. the node itself.

In addition to information about neighbor nodes,
periodic exchange of HELLO messages allows each
node to maintain information describing the links be-
tween its neighbor nodes and nodes which are two
hops away. This information is recorded in a nodes
2-hop neighbor set and is utilized for MPR optimiza-
tion — see section 2.2.

Like HELLO messages, TC messages are emitted
periodically. The purpose of a TC message is to
diffuse link state information to the entire network.
Thus, a TC message contains a set of bi-directional
links between a node and a subset of its neighbors.

TC messages are flooded to the entire network,
exploiting the MPR optimization described in sec-
tion 2.2. Only nodes which have been selected as an
MPR generate TC messages.

An individual OLSR control message can be iden-
tified by its “Originator Address” and “Message Se-
quence Number” — both from the message header.
Hence it is possible to uniquely refer to a specific
control message in the network. This will become
important when discussing message signatures.

2.2 Multipoint Relay Selection

The core optimization in OLSR is that of Multipoint
Relays (MPRs). Each node must select MPRs from
among its neighbor nodes such that a message emit-
ted by a node and repeated by the MPR nodes will
be received by all nodes two hops away. MPR se-
lection is performed based on the 2-hop neighbor set
received through the exchange of HELLO messages,
and is signaled through the same mechanism.

Each node maintains a MPR selector set, describ-
ing the set of nodes which have selected it as an MPR.






