00000 RPCOO0O00O0OO0OO0OOOOOOOOOOOOO

o oo ot ooo ot oo o ot

WWW (World Wide Web) 0ODODOOOO0O00O0000O0D0ODOOO0OO0O0O0000000OODOOO
00000000000 0000000O00000O00 EC(Electronic Commerce) 00000000
ooooowwwoooogoooooooooooooooooooooooooooooooooo
goooooboooooooooooobooboo0ooooOoOobOoOOoO000oOooooOooOOObOObO0OD
000000000 RPC(Remote Procedure Call) 00 0000000000000 O0O0O0ODOOO
gooooooooooooO0oO0oO00OooOoO00oooOoO0o0oOoOoooDooOO0o00O00oooO0o000n
gooooooooooOoooOooOoOoOOO0O0O000O0O0OO0DO0O0O000000000000O0O0ODO
goboooo0o0oooooo0o0oboooOoO0o0O0OooOoOo0o0OO0ObOoOOoOO000O0O0OOO0000
gooo0o000oooOo0o0o0o00oooo00o00oooOo0o0o0oooo0o0o00ooooOO0o0oo0on
gdoooooOoooooOooOobOOoOOO0OO0obDOO0O0O0O0O0OO0DOO0OO0DOOOOOOO0 100
000000ooo0O000o00oDoOOO0000O0DOODOD00O0DODOO00O0 RPCODOOOOODO
CORBA O Java RMIOOOOOO

Callback Connection Scheme for Secure RPC
HipEAakT HirAYAMA,t HIROKI HONDAT and TOSHITSUGU Y UBA'

Since WWW (World Wide Web) was developed, the number of the users of the Internet is
continued to be increasing. Currently, most of the use of the Internet is information retrieval,
but it is being complex while the service of EC (Electronic Commerce) is expected. In this
paper, we discus the mechanism for effectively executing the Internet interactive systems.
Particular, we pay attention to security problems such as illegal accesses. And we propose
the Callback Connection Scheme for secure RPC (Remote Procedure Call). In this scheme,
we assume firewall permits only out-bound connections and server programs request to con-
nect to client programs. Because this connection request is from server programs to client
programs, server-side firewall permits it but client-side firewall does not permit it. To solve
this problem, we add a new mechanism for permitting the in-bound connection request with
specified port to the client-side firewall. We describe the mechanism of the RPC with the
Callback Connection Scheme and compare it with CORBA (Common Object Request Broker

Architecture) and JAVA RMI (Remote Method Invocation).
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/*
* Client Application
*/

main(int argc, char **argv) (@)
callback_rpc_regist(..., recv_info, ...); )
s= callback_rpc_init(..., "http://xx.yy.zz/groupware", ...); (3)
thr_create(..., async, s, ...); 4
while (1) { ©)
callback_rpc_call(..., s, "send_info", ...); (6)
=
}
?sync(i nts) )
while (1) { ®
callback_rpc_acall_invoked(s); ©)
=
}
Eecv_i nfo(...) (10)

}
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/*
* Server Application
*/

main(int argc, char **argv) 0]
callback_rpc_regist(..., send_info, ...); 2
while (1) { 3)
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